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Face Template Reconstruction Technology Combined With Self—Attention
Feature Fusion

WANG Yanan, DONG Jianmin, SUN Bingyang, WANG Ningbo
(College of Information Engineering , Xizang Minzu University , Xianyang 712082, China)

Abstract: Aiming at the problem that the face template feature data of the template inversion and reconstruction method in face recognition
system is single, the template vector is not enough to capture diversity, and the generated image is not rich in details, a new face template
mapping network (FFMapNet) is proposed. Firstly, the self attention feature extraction module (SAFEM) is used in conjunction with the de-
convolution layer to upsample the initial facial template features and introduce high—dimensional channel features; Secondly, utilizing the
global information modeling function of self attention mechanism, features are extracted and enhanced from template feature inversion; Final-
ly, the feature fusion module (FFM) is used to further process and fuse the enhanced features, improving the consistency of the latent space
(LS) mapping from the face template to the face generator network , and generating more expressive feature maps. Template inversion attacks
were conducted on state—of—the—art facial recognition systems on MOBIO, LFW, and AgeDB datasets, and experimental results showed that
the proposed method outperformed existing methods in terms of reconstruction quality and attack success rate.
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Table 1 SAR evaluation results of different models with FMR=10"
F1 FMR=10"#REEEH SARIFHAER

MOBIO LFW AgeDB
Method Elastic- Ealstic- Elastic-
ArcFace ArcFace ArcFace
Face Face Face
NBNetA-M"'"" 2,85 10.00 14.30 37.13 2.56 8.44
NBNetA-P!'") 2381 60.96 35.61 60.05 9.30 20.07
NBNetB-M'"") 20.95 30.00 26.90 52.99 5.40 14.56
NBNetB-P''"" 49,05 70.95 61.66 81.74 23.89 44.46
Vendrow and
69.52 74.29 77.00 79.37 44.74 25.17
Vedrow' "
Dong!'*! 2429 3476 2821 3456 9.13 12.10
Dong'* 87.62 9095 8726  89.00 5880  66.10
[Ours )(F,,=
. - 93.42 - 93.54 - 70.33
ArcFace)
[Ours)(F,, =
) 88.84 - 88.21 - 59.41 -
ElasticFace)

Table 2 SAR evaluation results of different models with FMR = 107
%2 FMR=10"FRE#EE K SARIEHER

MOBIO LFW AgeDB
Method Elastic- Elastic- Elastic-
ArcFace ArcFace ArcFace
Face Face Face
NBNetA-M!"" 0 2.38 432 10.90 0.81 2.55
NBNetA-P!'') 476 1619  16.83  26.98 3.99 8.92
NBNetB-M"" 1.90 3.80 1098  21.44 1.88 6.72
NBNetB-P!'") 1524 4381 4026  58.16 13.18  28.94
Vendrow and
. 2905 4381 5770  53.03  29.64  34.89
Vedrow!' '
Dong' ™! 3.33 8.10 13.21 12.61 3.93 4.88
Dong!'¥ 6143 7667 7448  713.67 4322 4898
[Ours] (FInw:
’ - 82.53 - 74.30 - 52.11
ArcFace)
[OursJ(F, =
~ 61.99 - 75.23 - 44.63 -
ElasticFace)
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() 1R o0 BRI, i e T A5 AR SO iE T AR AR R T
A R RIS R I R R) 4 S At b R T AR AR S T K
i, LI O FRAE B R 7 1 B ) I 4% FFMap-
Net AL RETE B B2 T S8 = 2L FRAE R |, 8 e R
AR i, R T AR AR R T RE T R A S
[ o FH A E 5 @38 FH ArcFace 451 2% Y11 25 1) W 25 41458 T Elas-
ticFace 51 2 VI 25 1) ) 26 1 BE S 4, 4N 36 3 T7R o 7E Arc-
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Table 3 TMR of ArcFace and ElasticFace under different FMRs
&3 ArcFace.ElasticFace ZEA 5 FMR T TMR

ArcFace ElasticFace
Dataset = - = =
FMR=10 FMR=10"" FMR=10 FMR=10""
MOBIO 100.00 99.98 100.00 100.00
LFW 97.60 96.40 96.87 94.70
AgeDB 98.33 98.07 98.20 97.57
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Table 4 Influence of attention mechanism on the performance of fa-

cial template reconstruction

R4 EBNVHI ARREREE LN

MOBIO LFW AgeDB

Methods FMR= FMR= FMR= FMR= FMR= FMR=
107 107 107 107 107 107

Without Self-attention ~ 77.56  56.23  79.11 67.36  41.55 33.56
Ours 88.84 6199 8821 7523 5941 44.63

7 JEoR T AE FFHQ Bdla e 15T LA LAk Bt
AN o o 1817 Ca) S ANl i 80 O i A e v
85 187 (b) S A STy 1 e A PR 1T P B R SR 5
A AR AR LEE o R AT L R B AT B T
U YN EASIDN = SN R LR R S

FFHQ ¥ 4 FFHOQ P F

LETN YL 1 B ARME RN

0.648

0.687

077 0. 745

0.649

(a)  Without Self-attention (b) Ours

Fig. 7 Reconstruction samples on FFHQ dataset using method with-

out self—attention and the proposed method
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Table 5 Influence of different loss terms on the performance of face

template reconstruction

RS TRRKDI ARG EE % RER RN

MOBIO LFW
Loss function - = - =
FMR=10"7 FMR=10" FMR=10" FMR=10
Ly=Lyp+ Ly 0 0 0.12 0.02
L,=Ly 33.51 12.60 42.02 22.32
Lyi=Ly+ Ly 39.25 18.66 44.41 24.32
Ly=Ly+ L+ Lo 88.84 61.99 88.21 75.23
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Fig. 8 Score histogram of the ArcFace embedding template
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